Risks relating to an example
cybercriminal incident
Initial
access

Cybercriminal actors
attempt to access the
victim’s IT devices and
network, often stealing
sensitive personally
identifiable information to
enable this.
Legal, regulatory
risk
Reputational risk

Data theft

A key aspect of the
current cybercriminal
method is to steal sensitive
business, staff and client
data in order to monetise
later.
Legal, regulatory
risk
Reputational risk
Financial risk

Disruption

Key business operations,
client facing systems and
operational technology
disrupted
Operational risk
Financial risk
Strategic, national
risks

Extortion

Cybercriminal operations
are ruthless and innovative
when it comes to extorting
cash from victims. Groups
will use multiple
techniques to ensure a
payment
Legal, regulatory
risk
Operational risk
Financial risk
Reputational risk

Monetisatio
n

Cybercriminal groups will
look to generate revenue
through sale of stolen
data, through obtaining
ransom demands or
through selling access to
compromised victims
devices

Strategic, national
risk

The Cybercrime Economy
Raw materials : =
DATA = everything from company databases to loyalty points to ‘likes’

The Cybercrime Economy
Multiple modes of revenue generation :
- Data theft & Data trading
- Hire & sale of cybercrime tools

- Sales of counterfeit goods, prescription pharmaceuticals
- Skills and consultancy
- Currency theft
- Trade in IP and company secrets
- Extortion
- etc etc

The Cybercrime Economy
A ‘universal’ currency
-

Digital payment systems

-

P2P banking

-

$2.8bn laundered over bitcoin exchanges in 2019

-

Almost double the previous year

The Cybercrime Economy
Dedicated marketplaces

Production & supply centres
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A Cybercrime Economy

Other
crime

Laundering

Revenues

Cybercrimes

Spending
-

Cybercrime Economy - Scope and Scale

$1.5 trillion in revenues annually

- at minimum



Larger than combined revenues of top 3 Fortune 500 companies



Larger than GDP of many nation states (e.g. Saudi Arabia . 75tn)

(I) : Economy - Scope and Scale
Illicit/illegal online markets

$860bn per annum

Trade Secret/IP theft

$500bn per annum

Data Trading

$160bn per annum

Crimeware/CaaS

$1.6bn per annum

Ransomware

$350m -1bn per annum

Understand your threat and risk environment to build a proactive
security posture against the constantly evolving threat picture
Phase 1

Cyber threat intelligence

Threat
intelligence
Identify threats as they
occur with effective
operational and technical
threat intelligence.
Proactively understand
your threat environment,
who wants to target you
and why.

Phase 2

Asset identification

Threat scenarios

Define target

Plan for the most likely
threat scenarios based on
the most critical and likely
threats to your
organisation. Use these
scenarios to plan for crises
and to build proactive
defenses.

Identify your most critical
IT assets and systems.
Use your threat and risk
picture to assess the
relative level of maturity,
using industry frameworks,
you need to work towards
to defend against your
threat landscape.

Phase 3

Building cyber security maturity

Control
assessment

Advisory

Effective communication
both to executive
Understand how at a
leadership and to staff is
technical and process
vital to articulate strategic
level to defend against
risk, ensure investment in
the threats and risks to
cyber security and to build
your IT enterprise. Use a
a knowledgeable and
combination of technical
resilient workforce.
controls, security policy
and staff awareness to
build resilience.

Support
Ensure you have the thirdparty support in place to
facilitate where you have
existing capability gaps. This
includes on both proactive
security maturity
development and in the
incident response arena.

