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A day in the life of 
organized (cyber) crime

Tiago Henriques, Head of R&D
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Agenda

1. Conti a day in the life of a ransomware 
group

2. Ransomware Demo
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● Most successful online extortion group of all 
time

● >$180M in revenue last year alone
● Strong affiliations with other groups like 

Trickbot and Emotet

Conti - Who and What
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Conti - Statement
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Conti… hacked!
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Conti… startup?
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Conti startup

● Each Conti employee is assigned a specific 5 day work week with 
schedules including on call for 24/7 support

● On call involves addressing technical issues with the bots or 
responding to ransom negotiations

● Payroll on the 1st and 15th of each month
● Avg salary $1000-$2000
● Retention issues (repetitive work, pay wasn’t great for people in the 

lower parts of the organization)



CONFIDENTIAL

Conti startup 
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Conti startup - vacations
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Conti - Need bitcoin
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Conti Career Growth 
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Conti difficulties in hiring 
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Conti Help Team - Meet Alla Witte

● 55 YO
● Latvian
● Frontend Developer (for 

trickbot)
● Maternal Figure for many of 

Conti’s younger personnel
● Arrested.
● Conti leadership worked to 

pay for her legal defense.
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Conti - Important for us!
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Conti - Important for us!
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Takeaway:
Conti - Horrible. No Good. 
Criminals.
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Anatomy of a Hack/Perspective of a Hacker

Pick a Target Plan the Attack Execute Monetize
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Demo
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Coalition Response to Fortinet zero-day
CVE-2022-40684

October 10, 2022

Horizon3 Attack Team 
announced vulnerability on 
Twitter

Observed a spike in 
scanning for generic 
Fortinet appliances on our 
honeypots

7:00pm GMT
Proof of Concept released

7:57pm GMT Honeypots 
started faking responses 
for vulnerability

10:07pm GMT
Affected policyholders 
scanned

October 12, 2022 October 13, 2022 October 14, 2022

12:30am GMT
Affected policyholders 
notified
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