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A day in the life of
organized (cyber) crime

Q Tiago Henriques, Head of R&D




Agenda

1. Conti a day in the life of a ransomware
group

2. Ransomware Demo




Conti - Who and What

Top ransomware variants by number reported

e Most successful online extortion group of all

time mhom s

>$180M in revenue last year alone Sodinakt e

Strong affiliations with other groups like m:,. At H2 2021
Trickbot and Emotet A% Drkdile e

REvil

Average ransom demand in H2 2021

Conti
Hello Kitty
Hive
LockBit 2.0
Suncrypt
PYSA
Phobos

$8,758,500

$2,000,000

$1,139,071

$1,125,000

MALWARE VARIANT

$192,000



Conti - Statement

“WARNING”

(> As aresponse to Western
warmongering and American threats to
use cyber warfare against the citizens of
Russian Federation, the Conti Team is
officially announcing that we will use our
full capacity to deliver retaliatory
measures in case the Western
warmongers attempt to target critical
infrastructure in Russia or any Russian-
speaking region of the world. We do not
ally with any government and we
condemn the ongoing war. However,
since the West is known to wage its wars
primarily by targeting civilians, we will use
our resources in order to strike back if the
well being and safety of peaceful citizens
will be at stake due to American cyber
aggression.




Conti... hacked!

There's always a bigger fish.




Conti... startup?

HOW TO RUN
A DRUG CARTEL

TOM WAINWRIGHT
‘An econom ics book for

the Breaking Bad generation'
HE TIMES



Conti startup

e Each Conti employee is assigned a specific 5 day work week with
schedules including on call for 24/7 support

e Oncallinvolves addressing technical issues with the bots or
responding to ransom negotiations

e Payroll on the 1st and 15th of each month
Avg salary $1000-$2000

e Retention issues (repetitive work, pay wasn’t great for people in the
lower parts of the organization)




Conti startup

2020-12-31T15:44:53.045Z
Fury

Date:
From:

it

Message
Message
was planned from today for the
Message

Have a nice , keep in touch
In general, have a good s) until next year)
s, here are the tickets bought (

and for what, it seems like we were burning for the s, we are le

aving . Message: I forgot that yesterday was a
...... the rest before the s. user8 tried, but xs what he had there
» Message: after the s there will be
a global update

Message: after the s there will be

( Date: 2020-12-30T22:28:27.614Z a:@tonal tpdate ,
Message: Happy s everyone! May our

. ] wishes come true!!!
From: twin Message: Happy s!! all the best in
. . N . . : the new year!!
342 Message: I join in the congratulations! Command! :wink: Message: Happy s everyone)
Message: Hello everyone! Happy s! ALl the best in the new year!

on, will be a landmark year :-) After the

be controversial

Date: 2@20—12—30T22:27:39.3094
15 From: brandon
)846 Message: Thank you! Mutually!

Message

Message

Message

Message

2020-12-30T22:18:07.372Z
steven

LURN

Date:
10849 From:
Message:
Guys Happy New Year everyone!!!

EURNEN

Message

Message
Message

Message

Message

Every month the resourcefulness and quality of work only grows
s, we are waiting for small changes and improvements,

Message:
Message:
Message:
Message:
Message:

Message:

Message:

Message:

Message:

2021, in my opini
but none of them will

hello and happy s to you
hello and happy s to you

Happy s everyone)

Happy s guys!

Happy s everyone!

Happy s everyone!

LETTY S guys!

ahaha Happy s ALL!

happy guys!

Happy , men!

happy gentlemen)

Gentlemen men, happy to all! :)

Ladies, if there are any among us, congratulations on the 1)
Happy s everyone!

Mutually, Happy s to all)

Happy s everyone!

fucking

Happy s everyone!!!



Conti startup - vacations

I start

next week?"

"I wanted to ask for more tim . I have until 10cis HH paid off. can

"Boosa said you took . Let me know when you get back.”
"Booza said you took . Write me back when you get back."
"got married and took a little tij "




Conti - Need bitcoin

“body" : " {backslash}nroot 156.96.156.221 JPS5SwfV84bCnlxK9qy ihostvps.net egenta@
lenta.ru popo@0-- 25% reversal{backslash}nroot 82.118.16.219 wMCiyGC9gcIx my.itldc.com osteru@ro.ru cXcx1l! 45$ talar{ba
ckslash}nroot 173.232.146.11 dc70add8dS my.vps2day.com mesccuo@rambler.ru c240fufaeb 15$ strix{backslash}nroot 217.12.20
4.85 mNSoNp@TvteU itldc.com mesccuo@rambler.ru cXcx1l!!! 45$ green{backslash}nroot 185.117.73.164 e1z0z132Wjtzc9U client
s.hostsailor.com dari7076@ro.ru popo00-- 8% tilar{backslash}nroot rockhoster.com dari7076@ro.ru popo@0-- 8% tilar{backsl
ash}nserverroom.net dari7070@ro.ru popo60- 60$ green{backslash}nroot 185.244.149.47 b1QEQYEE3wx87iy42L hostsailor.com tu
nnep@protonmail.com cxcx11l!! 6$ green{backslash}nroot 173.232.146.50 8dee213014 vps2day.com cuprum@keemail.me 10lacf521d

35$ reverse{backslash}nroot 185.25.48.166 3ys0T617BJXaD7g bacloud.com johnsher@protonmail.com R22d22ss!!! 55$% defender{
backslash}nroot 209.239.116.15 EbPSOC!R2xdo megahoster.net okx@keemail.me asdqwel23!!! 4@$ defender{backslash}nroot 62.7
Ar8!D36DbVAP my.megahoster.net songteng@tutanota.com R22d22ss!!! 40$ defender{backslash}nroot 216.144.236.212 J
M3tG2971svs51hCB yourlasthost.com pharaon78@tutanota.com R22d22ss!!! 55$ defender{backslash}n{backslash}nhello, I'm
, 7 new servers and 6 renewals in total. please send bitcoins to this purse{backslash}nlBoirTalCms8DERPfLShQW
phyNE6vXLFoM{backslash} thanks in advance"

"body": "{backslash}nroot 156.96.156.221 JPS5SwfV84bCnlxK9q4 ihostvps.net egenta@
lenta.ru popo@0-- 25$ reversal{backslash}nroot 82.118.16.219 wMCiyGC9gcIx my.itldc.com osteru@ro.ru cXcx1l! 45§ talar{ba
ckslash}nroot 173.232.146.11 dc70add8d5 my.vps2day.com mesccuo@rambler.ru c240fyfaeb 15$ strix{backslash}nroot 2 12.20
4.85 mNSoNp@TvteU itldc.com mesccuo@rambler.ru cXcx1l!!! 45% green{backslash}nroot 185.117.73.164 elz0z132Wjtzc9U client
s.hostsailor.com dari7076@ro.ru popo00-- 8% tilar{backslash}nroot rockhoster.com dari7076@ro.ru popo0@8-- 8% tilar{backsl
ash}nserverroom.net dari7070@ro.ru popo0@- 60$ green{backslash}nroot 185.244.149.47 b1QEqYEE3wx87iy42L hostsailor.com tu

nnep@protonmail.com cxcx1l!! 6$ green{backslash}nroot 173.232.146.50 8dee213014 vps2day.com cuprum@keemail.me 10lacf521d
35$ reverse{backslash}nroot 185.25.48.166 3ysOT617BJXaD7g bacloud.com johnsher@protonmail.com R22d22ss!!! 558 defender{
backslash}nroot 209.239.116.15 EbP50C!R2xdo megahoster.net okx@keemail.me asdqwel23!!! 40$ defender{backslash}nroot 62.7
5.216.38 Ar8!D36DbVAP my.megahoster.net songteng@tutanota.com R22d22ss!!! 40$ defender{backslash}nroot 216.144.236.212 J
M3tG2971svs51hCB yourlasthost.com pharaon78@tutanota.com R22d22ss!!! 55$ defender{backslash}n{backslash}nhello, I'm
, 7 new servers and 6 renewals in total. please send bitcoins to this purse{backslash}nlBoirTalCms RPFLShQW
phyNE6vXLFoM{backslash} thanks in advance"

"hello I'm n
"hello I'm .
o | workers"
"I'm workers"

"body":"{backslash}hello, ran , 6 new servers total, two vpn sub
scriptions, ipvanish subscription and 24 renewals. two weeks ahead renewals total $1130 in bitcoins 0.021{backslash}plea
se send bitcoins to this wallet{backslash}n{backslash}nlMxtwUpHucWAzdenldkqVNzAdx5gpk9etUC{backslash}n®.021{backslash}tha
nk you"

"body": "hello, I'm , 6 new servers, two vpn subscriptions, ipva
nish subscriptions and 24 renewals. two weeks ahead of time renewals total $1130 bitcoins 0.021{backslash}please send th
e bitcoins to this wallet{backslash}n{backslash}nlMxtwUpHdcWAz4endkqVNzAdx5gpk9etUC{backslash}n®.021{backslash}thank you




Conti Career Growth

"body": "It's not about them being brainiacs and will{backslash}not pay, it's a
bout our attitude towards adverts. Since we are a top affiliate - we have to comply. From our side should always be clea
r and on time. Moreover, we have such a resource involved. 1 ties and conditions are there, it is necessa
ry to be more proFessional. And we have always one or the other. That we garbage in chats, then half a day do not answer

the patient. Naturally, the administrators are nervous after that.

"body": "I've made re | with you this month than I have in 10 years."




Conti difficulties in hiring




Conti Help Team - Meet Alla Witte

e 55Y0

e Latvian

e Frontend Developer (for
trickbot)

e Maternal Figure for many of
Conti’s younger personnel

e Arrested.

e Conti leadership worked to
pay for her legal defense.

"body": ™ , or, they said t
he best, plus great connections, he knows the investigator, he knows the judge, he's

a federal lawyer there, licensed and so on and so forth. he got acquainted with the
case, says it's tough, but you can think of something, first you should get the min




Conti - Important for us!

Date: 2021-01-20T14:38:39.047Z

From: alter

Message: Search all your leaked data for something with an eye on
Cyber Excess

Cyber Insurance

Insurance

Cyber Security Insurance

cyber policﬂ




Conti - Important for us!

4. Insurance. In the process of data retrieval and in the process of parsing, we are looking for files containing cyber insurance
conditions, standard search tags

Cyber

policy
insurance
endorsement
supplementary
underwriting
terms

If such files with the content of insurance conditions are found, we MUST upload them separately to the channel upon completion of the
case, they are an IMPORTANT subject of bargaining.

The presence of files on the network indicating the GDPR significantly increases the success of the payment, this is the standard that is
adhered to in storing user data, the company will face significant fines for their leakage.

Please pay attention to this abbreviation in the process of work and in the process of uploading the listing of files and indicate this in
the submission of the report.




Takeaway:
Conti - Horrible. No Good.

v yitp >

. "body": "l | in the usa this week"




Anatomy of a Hack/Perspective of a Hacker

_ Plan the Attack Execute Monetize



Demo



&

Coalition

Coalition Response to Fortinet zero-day
CVE-2022-40684

October 10, 2022 October 12, 2022 October 13, 2022 October 14, 2022
Horizon3 Attack Team Observed a spike in 7:00pm GMT 12:30am GMT
announced vulnerability on scanning for generic Proof of Concept released Affected policyholders
Twitter Fortinet appliances on our notified

honeypots 7:57pm GMT Honeypots

started faking responses
for vulnerability

10:07pm GMT
Affected policyholders
scanned



@ @%e¥:\[1ile]a] Honeypot Heatmap

Events

27.7K

Attacker IPs

152.0

Honeypots IPs

123

Payloads

24.4K

Paths

3.0

o
o7 Oa9

Ot 27

Attackers

o

Google Google

Record Count 10 © @ O 11.9K

Tags

4

FORTINET_FORTIGAT
TECHNOLOGY_FORTI
TECHNOLOGY_FORTIL
TECHNOLOGY_FORTI

Honeypots

Attacker countries

16

Attacker Countries

Germany
Singapore
United States
Netherlands
United Kingdo
Canada
Russia

India

ttaly
Austrakia
Moldova

Poland

ke

| Keyboard shortcuts | Map data ©2022 | Terms of Use |
Record Count 460 © @ O 62K

Attacker cities

24.0

Honeypot countries

31

Count ~

n

1-17/17

Attacker Proxy T...
DCH
VPN

PUB

915

'S

n

Honeypot Countries

United States

United Kingdom

Australia
India
Canada
Germany
China
Singapore
Japan
Hong Kong

Netherl,

South Korea

Attacker ISPs Attacker

Past 30 days

20.0 18

984

938
616

590

1:31/31

Attacker ISP

Linode

Digital Ocean

Oracle Cloud

Hosting technology LTD
DigialOcean

null

Leonetdcloud sl
MivoCloud SRL

AS-DC

Cogent Communications

000 Network of data-center..

el-MSK Ltd.

; P!

36

data.tags (4)

fortinet

GY_FOR

TECHNOLOGY_FORTE

 TECHNOLOGY FOR

INET_FORTISWI

Count ~ ASN Class
1,777 1. shared
10564 2. null
3968 3. selfisp
685 4, unknown
222
203
124
33
3

9

Attacker ASN

21.0

Record Count




